
Thorn Grove Primary School 
 

E-Safety Policy 
Introduction 
The Internet provides access to vast amounts of information in the form of texts, 
images, sounds and video material.  Through it, users may have access to libraries, 
websites, museums and government sites which may provide a rich and stimulating 
source of learning material. 
 
The school will allow supervised access to the Internet for its pupils. 
 
The Internet in School 
We recognise that the Internet is a valuable resource that can enhance and enrich the 
learning opportunities for its pupils and staff.  However, the publication of material on 
the Internet is not controlled by any regulatory body and is therefore a source of 
uncensored information.  This means that potentially, children may encounter material 
that is inappropriate, distressing or misleading e.g. pornographic, racist or over explicit 
in its nature. 
 
At Thorn Grove we are aware of these issues, but consider the advantages of the 
Internet to outweigh the disadvantages.  It is hoped that as we educate our children in 
responsible and discriminating use of the Internet in school, this will set a standard and 
guidelines for its use in other contexts.  Children may have access to the Internet both 
at home and within the community, at Thorn Grove we recognise that we work in 
partnership with parents, who also have a responsibility for educating children in this 
area. 
 
We use the LEA as our Internet Service Provider (ISP), and as such they filter out 
much of the inappropriate material. 
 
The Internet in the Curriculum 
Class teachers will be responsible for planning Internet usage into their teaching 
activities and keeping appropriate records in their planning of suitable websites or 
sources of information. 
Subject co-ordinators will be encouraged to find out suitable websites for their subject 
area, and passing this information on to other staff. 
 
The Computing co-ordinator will be responsible for assisting staff to develop their own 
research skills including the effective, legal and safe use of information retrieved. 
 
Web Site Safety 
Children will be encouraged to explore web sites that their teachers have identified as 
suitable sources for learning.  The children will agree not to attempt to access 
unsuitable or inappropriate areas and will understand that sanctions will be taken if this 
occurs. 
 
The school has developed its own web site.  The Headteacher will have overall 
responsibility for the material published on this site.  Parental permission will be 



obtained from parents before their child’s work is published at the beginning of their 
time in school. 
 
Network Etiquette and Privacy 
Users are expected to abide by the rules of network etiquette.  These rules include, 
but are not limited to, the following: 
1. Be polite – never send or encourage others to send abusive messages 
2. Use appropriate language – users should remember that they are 
 representatives of the school on a global public system, Illegal activities  
 of any kind are strictly forbidden. 
3. Do not use language that could be calculated to incite hatred against any 
 ethnic, religious or other minority group. 
4. Privacy – do not reveal any personal information ( e.g. home address,  
 telephone number, etc) about yourself or other users. Do not trespass into  
 other users files or folders. 
5.  Users must login with their own user ID and password, where applicable, and 

must not share this information with other users.  They must also log off after 
their session has finished. 

6.  Password – do not reveal your password to anyone. If you think someone  
 has learned your password then contact the Computing co-ordinator. 
7.  Users finding machines logged on under other users username should log off the 

machine whether they intend to use it or not. 
8.  Electronic mail – Is not guaranteed to be private. Messages relating to or  
 in support of illegal activities will be reported to the authorities.  Do not  
 send anonymous messages. 
9. Disruptions – do not use the network in any way that would disrupt use of  
 the network by others. 
10. Pupils will not be allowed access to unsupervised and/or unauthorised chat  
 rooms and should not attempt to gain access to them. 
11. Staff or students finding unsuitable websites through the school network  
 should report the web address to the ICT co-ordinator. 
12. Do not introduce CD’s or ‘pen drives’ into the network without having them 
 checked for viruses. 
13. Do not attempt to visit websites that might be considered inappropriate.  
 (Such sites would include those relating to illegal activity, All sites visited  
 leave evidence in the county network if not on the computer.  Downloading  
 some material is illegal and the police or other authorities may be called  
 to investigate such use. 
14. Unapproved system utilities and executable files will not be allowed in  
 pupils’ work areas or attached to e-mail. 
15. Files held on the school’s network will be regularly checked by the Computing 
 co-ordinator 
16. It is the responsibility of the User (where appropriate) to take all  
 reasonable steps to ensure compliance with the conditions set out in this  
 Policy document, and to ensure that unacceptable use of the  
 Internet/Intranet does not occur. 
 
 
 



Unacceptable Use 
Examples of unacceptable use include but are not limited to the following: 

1. Accessing or creating, transmitting, displaying or publishing any material (e.g. 
images, sounds or data) that is likely to cause offence, inconvenience or needless 
anxiety. (The Council have filters in place to block e-mails containing language 
that is or may be deemed to be offensive). 

2. Accessing or creating, transmitting or publishing any defamatory material. 
3. Receiving, sending or publishing material that violates copyright law.  This 

includes through Video Conferencing and Web Broadcasting  
4. Receiving, sending or publishing material that violates Data Protection Act or 

breaching the security this act required for personal data.  
5. Transmitting unsolicited material to other users (including those on other 

networks). 
6. Unauthorised access to data and resources on the school network system or 

other systems. 
7. User action that would cause corruption or destruction of other users’ data, or 

violate the privacy of other users, or intentionally waste time or resources on 
the network or elsewhere. 

Additional guidelines 
8. Users must comply with the acceptable use policy of any other networks that 

they access 
9. Users must not download software without approval from the ICT co-ordinator 

 
School Blog Acceptable Use Policy 
 
All students are required to sign up to this acceptable use policy when they log on for 
the first time.  They accept the conditions set out below in order to access any 
material. 
 
If you breach any of these conditions, the school may regard this as misconduct.  In 
appropriate cases the School will deal with such breaches under the school’s Behaviour 
Management policy.  Misconduct on the blog site , whether it occurs during school time 
or not, shall be dealt with equally. 
 
Security 
Each individual is responsible for their security and the use of their Username and 
password. They are not allowed to use the account, username or password of any other 
user. You must not disclose your Username or password to anyone else. 
 
The school will develop its own School blog. 
When using the blog’s communication facilities children will be taught to: 

• Respect other people’s views and beliefs 
• Only post comments which are appropriate to the particular discussion 
• Remember that you are conversing with real people and not with a screen name in 

cyberspace. 
 
 
This will enable children to enjoy their interaction with fellow students and teachers in 
a friendly and intellectually stimulating environment. 
 



By contributing postings to any forum within the blog children are granting a licence to 
the school to reproduce the content of their posting, and are also granting a licence to 
other users to download or copy the content in accordance with these conditions. 
 
When using the blog’s communication facilities staff and children MUST NOT: 

• Post anything abusive, defamatory, obscene or otherwise illegal. 
• Post any personal or private information about themselves or about any 

other individual 
• Copy or forward emails or any other private messages with permission 
• Include material which is confidential or the copyright of which is owned by 

someone else, unless you have first obtained permission. 
• Post material which contains viruses or other programs which may disrupt the 

school’s systems. 
• Post any advertising or promotional material 
• Behave in an impolite or offensive manner 

 
The school reserves the right to remove, vary or amend any of the content which 
appears on the blog at any time and without prior notice. 
 
When submitting postings or assignments within the blog you must give due 
acknowledgement for material quoted from other sources, both within the blog and 
elsewhere. 
 
Copyright  
Copyright of the study material and all other content of this blog  are owned or 
controlled by The School. 
 
You are permitted to view, copy, and print documents within this blog subject to your 
agreement that: 

• Your use of the material is for your own personal information, and for non-
commercial purposes only 

• You will not modify the documents or graphics in any form or manner 
• You will not copy or distribute graphics separately from their accompanying text 

and you will not quote materials out of their context 
 
ROLE OF TEACHERS 
As in the classroom, teachers are responsible for monitoring submissions by pupils to 
the blog to ensure that this policy and the school’s code of conduct are adhered to.  
Breaches shall be subject to the usual school sanctions and procedures.   
 
Social Networking 

• The school will block/filter access to social networking sites and newsgroups 
unless a specific use is approved 

• Pupils will be advised never to give out personal details of any kind which may 
identify them or their location 

• Pupils will be advised not to place personal photos on any social network space 
• Pupils will be advised on security and encouraged to set passwords, deny access 

to unknown individuals and instructed how to block unwanted communications 
• Pupils will be encouraged to invite known friends only and deny access to others 

 



Filtering 
• The School will work in partnership with the Local Authority to ensure filtering 

systems are as effective as possible 
 
Digital Cameras 

• Staff will use school cameras to photograph pupils 
• Staff will not use personal equipment to photograph pupils 

 
iPod Cameras 

• EYFS staff will use iPod cameras to record observations for learning journey 
files 

• Photographs are kept confidential and personal to individual children 
 
Storage of Photographs 

• Photographs will be stored in a secure areas within the school network 
• Photographs will remain on school premises (when practicable – i.e. off site 

school trips – images only to be downloaded to school network) 
• Photographs will be deleted when no longer required 
• Current LA policy is adhered to regarding photographing and publishing images of 

children 
 
Mobile Phones & Other Hand Held/Communication devices 

• Mobile phones and other hand held communications devices should not be used 
for personal use in school, unless permission has been granted by the 
Headteacher 

• Mobile Phone – Bluetooth should be turned off 
• Sending of abusive or inappropriate messages and images is forbidden 

 
Managing Emerging Technologies 

• Emerging technologies will be examined for educational benefit and a risk 
assessment will be carried out by the safeguarding officer and agreed by the 
governing body, before use in school is allowed 

• Mobile phones/handheld communications devices/gaming consoles will not be used 
for personal use during lessons.  The sending of abusive or inappropriate text 
messages/images is forbidden 

 
Published Content and the School Web Site 

• The contact details on the Web site will be the school address, email and 
telephone number. Staff or pupils personal information will not be published 

• The Headteacher will ensure that content is accurate and appropriate 
• The Computing Co-ordinator will ensure the content is updated 

 
Publishing Pupils Images and Work 

• Photographs that include pupils will be selected carefully and will be appropriate 
for the context 

• Pupils full names will not be used anywhere on the Web site or Blog, particularly 
in association with photographs 

• Written permission form parents or carers will be obtained annually before 
photographs of pupils are published on the school Web site or blog 

• Work can only be published with the permission of the pupils and parents 



 
Information System Security 

• School ICT systems capacity and security will be reviewed regularly 
• Virus protection will be installed and updated regularly 
• Security strategies will be discussed with the Local Authority 

 
 
 
Protecting Personal Data 

• Personal data will be recorded, processed, transferred and made available 
according to the Data Protection Act 1998 

 
Assessing Risks 
The school will take all reasonable precautions to prevent access to inappropriate 
material. However, due to the international scale and linked Internet content, it is not 
possible to guarantee that unsuitable material will never appear on a school computer.  
Neither the school nor Stockport Borough Council can accept liability for the material 
accessed, or any consequences in Internal access. 
 
The school will audit ICT use to establish if the eSafety policy is adequate and that the 
implementation of the eSafety policy is appropriate every 12 months. 
 
Handling eSafety Complaints 

• Complaints of Internet misuse will be dealt with by a senior member of staff or 
Headteacher 

• Any complaint about staff misuse must be referred to the Headteacher 
• Complaints of a child protection nature must be dealt with in accordance with 

school child protection procedures 
• Pupils and parents will be informed of the complaints procedure 

 
Communication of Policy 
Students 

• Rules for Internet access will be posted in the ICT classroom 
• Students will be informed that Internet use will be monitored 

 
Staff 

• All staff will be given the School eSafety Policy and its importance explained 
• Staff should be aware that Internet traffic can be monitored and traced to the 

individual user.  Discretion and professional conduct is essential 
• Staff that manage filtering systems or monitor ICT use will be supervised by 

senior management and have clear procedures for reporting issues 
 
Governors 

• Governors to ratify all policies in place 
 
Parents 

• Parents’ attention will be drawn to the School eSafety Policy in newsletters, the 
school brochure and on the school Wed site 

 
 



Visitors 
• Visitors to school will be directed to where the eSafety policy is stored, should 

further information be required 
• Rules for visitors clearly displayed (i.e. use of mobile phone/camera/film 

equipment etc) 
 
Managing Email and email safety 
In Key Stage 2, each child will have its own email address and be taught how to use 
email responsibility and safety.  Children will be taught not to reveal any personal 
information either their own or others over the Internet.  This includes names, 
addresses, phone numbers and passwords, or agreeing to meet someone without parental 
consent. 
 
Emails may carry attached files and documents.  Potentially, these may carry viruses.  
The children will be taught not to open emails unless they know who has sent them and 
anti-virus software is installed. 
 
Children will also inform supervising staff if they are uncomfortable about any 
messages or material they encounter when using the Internet.  Staff will then inform 
the Computing co-ordinator who will arrange to have the site blocked, or the email 
traced if appropriate.  A record will be kept of any such incidents by the Computing co-
ordinator. 
 
 
Internet Access 
 
Children are responsible for behaving appropriately when using the Internet in the same 
way as they are responsible for their behaviour around school and in the playground.  At 
the beginning of each school year, teachers will remind the children in an age 
appropriate way, about acceptable use of the Internet.  This should occur in the 
context of reminding children of school Rules and our Behaviour Policy. 
 
Nevertheless, children must be supervised at all times when using the Internet, either 
by the teacher or another adult who has been approved by the Headteacher.  All 
workstations that can access the Internet have been sited so that they are in teaching 
areas and staff can have a clear view of the screens to pre-empt potential violations. 
 
Dissemination and Review 
 
This policy will be reviewed and updated in September 2016 by the Computing co-
ordinator 
 
 
 
Kass Arnold  
October 2015 
 
 
 
 



 
 
 
 
 
 
 
 
 
 
 


